
HackTheBox – Jeeves

S  ummary

• Discovery of Jenkins running on port 50000.
• Jenkins could be accessed with no authentication, this was abused via the scripting console 

to gain a reverse shell as the user - kohsuke.
• Discovered a Keepass password database in kohsuke's directory.
• Cracked the password for the Keepass database, revealing passwords for several accounts, 

this included the NTLM hashes for the system Administrator account.
• Authenticated as Administrator via psexec using NTML hashes.
• Another route to privilege escalation could be achieved via a JuicyPotato exploit.
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R  econ

I began by adding 10.10.10.63 to /etc/hosts as jeeves.htb.
This was followed up by nmap scans revealing ports 80, 135, 445 and 50000 running HTTP, RPC, 
SMB and Jetty HTTP server respectively.

# Nmap 7.80 scan initiated Tue Dec  1 05:59:15 2020 as: nmap -sV -sC -p80,135,445,50000 -oN nmap.txt jeeves.htb
Nmap scan report for jeeves.htb (10.10.10.63)
Host is up (0.013s latency).

PORT      STATE SERVICE      VERSION
80/tcp    open  http         Microsoft IIS httpd 10.0
| http-methods: 
|_  Potentially risky methods: TRACE
|_http-server-header: Microsoft-IIS/10.0
|_http-title: Ask Jeeves
135/tcp   open  msrpc        Microsoft Windows RPC
445/tcp   open  microsoft-ds Microsoft Windows 7 - 10 microsoft-ds (workgroup: WORKGROUP)
50000/tcp open  http         Jetty 9.4.z-SNAPSHOT
|_http-server-header: Jetty(9.4.z-SNAPSHOT)
|_http-title: Error 404 Not Found
Service Info: Host: JEEVES; OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
|_clock-skew: mean: 5h07m02s, deviation: 0s, median: 5h07m02s
|_smb-os-discovery: ERROR: Script execution failed (use -d to debug)
| smb-security-mode: 
|   account_used: guest
|   authentication_level: user
|   challenge_response: supported
|_  message_signing: disabled (dangerous, but default)
| smb2-security-mode: 
|   2.02: 
|_    Message signing enabled but not required
| smb2-time: 
|   date: 2020-12-01T16:06:27
|_  start_date: 2020-12-01T16:00:59
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The HTTP server on port 80 displays the following and doesn't really lead to anything else of note.

However, running dirbuster against the HTTP server on port 50000 reveals a directory - /askjeeves.

Navigating to this directory reveals an instance of Jenkins running.
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It is possible to access the Jenkins script console without authentication.

FootHold

This can be abused to spawn a reverse shell via a groovy script, I found a working example of this 
script here - https://gist.github.com/frohoff/fed1ffaab9b9beeb1c76

Setting up a listener and running the script successfully spawns a reverse shell as the user – 
kohsuke.
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Privilege Escalation – Administrator: Method #1 KeePass

In kohsuke's documents directory the is a Keepass password database file.

I setup an SMB server on my machine via impacket and copied the file from kohsuke's documents 
to my machine.

Running the file command against the file confirms that it is indeed a password database file.

I used keepass2john to convert the file into a hash – this will allow the file to be used in hashcat or 
john the ripper.
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Running hashcat against this file successfully reveals the password as moonshine1

I then open the database file in KeePassX, using the password moonshine1 sucessfully opens the 
database.

There are several passwords stored in this file.
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The entry titled Backup stuff contains what appear to be NTLM hashes.

Using psexec to perform a pass the hash attack successfully grants a session with system privileges.
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Privilege Escalation – Administrator: Method #2 JuicyPotato

Checking kohsuke's permissions, SeImpersonatePrivilege is enabled.

I set up an SMB server using impacket. I also copied the nc.exe binary to my working folder, 
created a .bat script to use nc.exe to spawn a session – this was because attempts to copy an 
msfvenom generated reverse shell to the system were blocked by antivirus. I then downloaded 
JuicyPotato.exe from https://github.com/ohpe/juicy-potato/releases/tag/v0.1

I then copied the necessary files from my SMB server to the machine.
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I set up a listener and used JuciyPotato.exe to call the .bat script, this successfully granted me a 
session with system privileges.
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